University of Colorado Denver UPDATE

July 23, 2024

Dear students, faculty, and staff,

In our continuing efforts to enhance cybersecurity, the Office of Information
Technology (OIT) has activated Microsoft’s Defender Quarantine notifications
feature. This feature automatically holds suspicious emails in quarantine until you
can review them and either delete them or allow them into your inbox.

Quarantine email notifications provide another layer of defense against phishing,
spam, and emails containing malware that can steal information or damage your
computer.

These services have been quietly working in the background; however, you will
now begin to receive notification from Microsoft Defender Quarantine
(quarantine@messaging.microsoft.com) so that you can review and manage
quarantined items.

How does it work?

Suspicious emails are placed in quarantine until they undergo review. You then
have the option to either deliver them to your inbox as regular emails or delete
them. You will receive periodic notifications about quarantined email that will look
like the screenshot shown below.

& o
Review These Messages

3 messages are being held for you to review as of 7/21/2024
5:21:48 PM (UTC).

Review them within 30 days of the received date by going to
the Quarantine page in the Security Center.

Pr d high confidence phish

Sender: 0365.5499@xemd.faesa.br

Subject: Re: Microsoft Office 365 Invoice Has Been Successfully
Paid

Date: 7/21/2024 2:05:35 PM

m Request Release Block Sender



mailto:quarantine@messaging.microsoft.com
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fclick.com.ucdenver.edu%2F%3Fqs%3D741e1ce9a9e06f5ae0fb2ff8747c6e3813421a11dc62417cbeef314de99d1126cbc11c6a87808bb1253ad48840909335a05a22b486df7d79&data=05%7C02%7Calex.dewind%40ucdenver.edu%7C598c9f8d7436466b307008dcab319e52%7C563337caa517421aaae01aa5b414fd7f%7C0%7C0%7C638573476797282851%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=GIIQMjx3Af%2BeE1z7kHqdytE%2FYVD3yAvRemGJf3OB2YY%3D&reserved=0

Please remember:

e You'll have the option to release emails into your inbox or delete emails; it is
always important to fully verify an email is safe before releasing.

e There may be some emails in quarantine that require an administrator to approve
their release; you’ll see the request release option in those cases.

o If you are unsure about whether an email is legitimate or not, you can submit a
request to the OIT Service Desk to have the email reviewed before releasing it to
your inbox.

Visit the OIT Microsoft Defender Quarantine webpage for more information about email
security, adding addresses to your blocked or safe senders list, and using this added
Microsoft Outlook feature. For additional questions about quarantine email notifications,
please contact the OIT Service Desk.
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